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Taskl: What is Offensive Security? 000000007

The process of breaking into computer systems, exploiting software bugs, and finding
loopholes in application to gain unauthorized access to them.

oooboo,0oobobogo@E@uooboboooooboboo,ooboo,coobooog).

ABREN AEREEN

Find vulnerabilities and recommending patches before a cybercriminal does.

Offensive security $\Leftrightarrow$ Defensive Security

®*  Which of the following options better represents the process where you simulate a hacker's
actions to find vulnerabilities in a system?
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ubuntu@tryhackme: ~/Desktop

fakebank.com/: dial tcp 127.6.0.1:443: connect:
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FakeBank | Bank Transfer

¢> Fakebank.com

O it looks like you haven't started Firefox in a while. Do you want to clean it up for a fresh, like-new experience? And

Our Products & Services =

Staff Account

Transfer money between accounts

Admin Portal

Send from
2276
Send to

Begl

Amount to send in USD

2000

O0000,00022760 0 0200080 O O 88810 .
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Mrs G. Benjamin

Bank Account Number: 8881

Accounts

Congratulations - you hacked the bank!

The answer to the TryHackMe question is BANK-

Classic Account :

£767.68 HACKED
Credit Card
2000

Account balance r’-’
.-f.

Transactions
T 1y

‘= FakeBank (Staff)

Fast Food 517.11

£ . . ————— —

gooo:

000000 O penetration testerd O security consultant, D0 00000000000
gooooooooao.

Task3:Careers in cyber security

gobooob,oobboooob,0obobooob:

e Penetration Tester: Responsible for testing technology products for finding exploitable security
vulnerabilities.

e Red Teamer - Plays the role of an adversary, attacking an organization and providing feedback
from an enemy's perspective.

e Security Engineer - Design, monitor, and maintain security controls, networks, and systems to
help prevent cyberattacks.
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